Online fraud/e-mail scams

Phishing - “Fishing”

As more people are transacting online, criminals are finding more ways to steal this information for their own personal gain. 
Phishing is becoming a popular way for criminals to gain access to your most sensitive financial and personal information via e-mail.   Typically, you'll receive an e-mail that appears to be from a company that you do business with and provides a link, often indicating that it's urgent or of high importance. 

Once you click on the link, it may look exactly like a legitimate business site, but you are asked to enter your personal information (Account Numbers, Social Security Number, passwords, PIN numbers, mother's maiden name, etc.) - often under the guise of updating or validating your account information or even saying they want to protect you from identity theft! Once they have your information, they can drain your accounts or run up bills on your credit cards, or even steal your identity. 

It’s understandable why this scam is called Fishing. Under no circumstances will a legitimate business ever ask for your account number, PIN, password or any other personal information via e-mail.  DO NOT provide any of this information.
